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1 Purpose and Scope

1 Purpose and Scope

1.1 Background

This document is the result of a focused prdijeat is a part of an overall mandate laid out in the
Energy Independence and Security Act (EISA) 2007 Federal Legislation. EISA States that
NIST:

Aéshall h aegpensipilityitoroardinate development of
a framework that includes protocols and mlcstandard$or
information management to achieve interoperability of smart grid
devices and systemséo

The goals of this project can be summarized as follows:

1 Respond to the NIST Charter as Defined in EISA 2007

91 Provide the Status of key elements of Sr@rtl related Standards, Recommended
Practices and Infrastructure Development

1 Provide a proposed pathway to the development of a robust, open, well managed and
secure infrastructure for smart grid development, deployment andytife management

As an hterim Roadmap this document provides a starting point to bring the stakeholders
together to work toward common goals and visions of what the smart grid needs to become. In
addition this Interim Roadmap initiates some of the processes and work aatigdessary to
accelerate the adoption of an open infrastructure to ettadsenart grid to become manifest. It
should be noted that this work is intended to augment the Standards and Consortia work that is
taking place across various stakeholder comnamitThe focus on architecture concepts also
recognizes the need to see the big picture of how the smart grid infrastructure will need to
become integrated not only within the power industry but across all the industries and markets
that will have key ras in the development, implementation, and management of the smart grid.
The smart grid will require cooperation on unprecedented levels to achieve the visions of
interoperable systems that are not only supplied by hundreds of companies but canibeleffect
integrated, secured and managed in a way that inspires public trust and confidence.

1.2 Context of this Document

This document serves as an initial roadmapterhighlevel architecture ahhe Smart Grid

moving forward. In doing so, this documensdegbes the principles and interface design, current
status of the Smart Grid, issues and priorities for interoperability standards development and
harmonization between stakeholders. This document is divided into the following major sections:

Smart Grid Vision. This section provides understanding as to what we consider to be the
ASmart Grido. It also gives insight into deve
components including the associated organizational drivers, opportunities and challenges.

Interim Smart Grid Roadmap
Thursday, April 23, 2009 1



2 Smart Grid Vision

Smart Grid High -level Architecture. This section defines Smart Grid in terms of architecture
from a high level including the scope, security, destinations and metrics, supporting principles
and methods.

Architecture Requirements and Interfaces This secton delves into the requirements driven
approach to architecting the Smart Grid and the integration between interfaces.

Smart Grid Standards and Recommended PracticeBevelopment This section evaluates the
current and emerging standards and best practtmsnt to the Smart Grid, including the
identification of gaps.

Prioritized Actions and Timelines to Address Identified IssuesThis section discusses the
NIST-focused Action Plan for resolving the gaps iifead in the previous section.

1.3 NIST Role and Plans

NIST had developed a thrgpdase approach to expedite development of key standards for a
Smart Grid, a nationwide network that uses information technology to deliver electricity
efficiently, reliably, and securely. This approach will:

1 Further engagetilities, equipment suppliers, consumers, standards developers and other
stakeholders to achieve consensus on Smart Grid standards. This cehasesgus
process will deliver:
o the Smart Grid architecture;
o priorities for interoperability andyber securitystandards, and an initial set of
standards to support implementation; and
o plans to meet remaining standards needs.
1 Launch a formal partnership to facilitate development of additional standards to address
remaining gaps and integrate new technologies.
1 Develm a plan for testing and certification to ensure that Smart Grid equipment and
systems conform to standards for security and interoperability.

Interoperability standards are needed to ensure that software and hardware components from
different vendors willvork together seamlessly, whitgber securitystandards will protect the
multi-system network against natural or hurtamised disruptions. By the end of 2009, NIST
plans to submit these standards for review and approval by the Federal Energy Regulation
Commission, which has jurisdiction over interstate distribution and sales of electric power.

2 Smart Grid Vision

This section summarizes the consensus from a variety of stakeholders on what a Smart Grid
should be. It describes the destination for the telogial and architectural paths that are
described in this roadmap.

Interim Smart Grid Roadmap
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2 Smart Grid Vison

2.1 What is the Smart Grid

There are a great variety of definitions of a Smart Grid available. Most formal definitions tend to
be based on the one found in theergy Independence and SecuAut of 2007 The example
provided here is a merger of a few of those definitions.

2.1.1 A Definition

The ter m ArSarsaoa modémizatidnoof the electricity delivesystemso itmonitors
protectsand automatically optimizes the operationtsinterconnected elemerit§rom the
central and distributegenerator through the higloltage network and distribution systetm,
industrial users and building automation systems, to energy storage installatioo®addse
consumers and their thermostatectric vehiclesappliances and other household devices.

The Smart Grid will be characterized by a tway flow of electricty and information to create
an automated, widely distributed energy delivery network. It incorporates into the grid the
benefts of distributed computing and communications to delivertread information and
enable the nednstantaneous balance of supply and demand at the device level.

2.2 Smart Grid Characteristics: Drivers and Opportunities

The Smart Grid is, and will be, amlmic system combining new ideas and functions with the
many existing functions that have allowed the power system to provide electrical energy to
customers for over 100 years. The known drivers for the Smart Grid, and theamwiieg
opportunities arisig from the future possibilities of the Smart Grid, are all motivating the Smart
Grid development to achieve the benefits envisioned.

Industry initiatives and workgroups like the Modern Grid Initiative (MGI), the IntelliGrid

project, and the Gridwise Archkitture Council (GWAC) have spent significant time in

developing and articulating vision statements, architectural principles, barriers, benefits,
technologies and applications, policies, and frameworks that help define what the Smart Grid is.
This sectiordescribes some of the principle characteristics of the Smart Grid that have been
widely accepted within the Smart Grid community as the underlying basis forti@eniury

grid we are striving to achieve.

2.2.1 Categories of Smart Grid Benefits
Smart Grid beefits can be categorized into 5 types:

1 Power reliability and power quality benefits, including reduced number and length of
out ages, Acl eaner 0o power , -heaingooweresystenash| e en
through using advances in digital informatemd control technology.

1 Safety and security benefitsincluding increased visibility into unsafe or insecure
situations, increased physical plant security, increased cyber security, privacy protection,
and energy independence.

1 Energy efficiency benefitsincluding reduced energy usage, reduced demand during
peak times, reduced energy |l osses, and the
Agenerationd in power system operations.

Interim Smart Grid Roadmap
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2 Smart Grid Vision

1 Energy environmental and conservation benefitsincluding reducing grednouse gases
(GHG) and other pollutants, reducing generation from inefficient energy sources,
increasing the use of renewable sources of energy, and replacing gpsolered
vehicles with plugn electric vehicles.

1 Direct financial benefits, including laver costs, avoided costs, pricing choices for
customers, and customer access to energy information.

2.2.2 Stakeholder Benefits
The benefits from the Smart Grid can be categorized by the three major stakeholders:

1 Consumerbenefits, in whichconsumergan bettematch their energy needs to the
capabilities of the Smart Grid and the price of these Smart Grid services, while taking
advantage of the Smart Grid information infrastructure for additional services.

9 Utility benefits, in which utilities can provide moreli&ble energy particularly during
challenging emergency conditions, while managing their costs more effectively through
efficiency and information.

1 Societal benefitsin which society benefits from more reliable power for governmental
services, businessemdconsumersensitive to power outage, while renewable energy,
efficiency, and replacement of gasolpewered vehicles with electrical energy
minimizes the environmental impacts from carbon dioxide and other pollutants.

Often the same Smart Grid furat provides benefits in all three categories, but in different

ways and by different amounts. In some benefits, particularly those which directly reduce costs
for wutilities, customers also fAbenefito from
although the connection may not be direct. Societal benefits are often harder to quantify, but can
be equally critical in assessing the overall benefits of a particular Smart Grid function.

Other stakeholders also benefit from the Smart Grid. For instaagulators can benefit from
the transparency aralidit abilityof Smart Grid information, while vendors and integrators
benefit from supplying the Smart Grid components and systems.

2.2.3 Modern Grid Initiative Smart Grid Characteristics

For the context of ilB section, characteristics are prominent attributes, behaviors, or features that
hel p distinguish the grid as fismarto. The MG
characteristics that define the behavior of the Smart Grid. These characteristiosdrave

widely socialized and have reached consensus agreement as recognizable features of the smart
grid. The same characteristics are coincidental similar initiatives and workgroups.

Interim Smart Grid Roadmap
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2 Smart Grid Vision
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Figure 1. MGI's Principle Characteristics are part of their Smart Grid system vision for measuring success

The Smart Grid principle characteristics include:

1 Self-healing. The Smart Grid independently identifies and reacts to system disturbances
and performs mitigation efforts to correct them.ntidrporates an engineering design
that enables problems to be isolated, analyzed, and restored with little or no human
interaction. It performs continuous predictive analysis to detect existing and future
problems and initiate corrective actions. It wdhct quickly to electricity losses and
optimize restoration exercises.

1 Active Customer Participation. The Smart Grid motivates and includes customers,
who are an integral part of the electric power system. The smart grid consumer is
informed, modifyig the way they use and purchase electricity. They have choices,
incentives, and disincentives to modify their purchasing patterns and behavior. These
choices help drive new technologies and markets.

1 Resilience to Man Caused and Natural Disasters and Cybattacks. The Smart Grid
resists attacks on both the physical infrastructure (substations, poles, transformers, etc.)
and the cybestructure (markets, systems, software, communications). Sensors, cameras,
automated switches, and intelligence are lniiti the infrastructure to observe, react, and
alert when threats are recognized within t
incorporates selfiealing technologies to resist and react to natural disasters. Constant
monitoring and selfesting are caucted against the system to mitigate malware and

hackers.
1 Enhanced Power Quality and Reliability for 21st Century Loads.The Smart Grid
provides reliable power that is interruptibnr e e . The power is fAcl ea

disturbances. Our global competeness demands fatflee operation of the digital
devices that power the productivity of our'Zentury economy.

1 Support of All Generation and Storage Options.The Smart Grid accommodates all
generation and storage options. It supports large, tieattgpower plants as well as

Interim Smart Grid Roadmap
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2 Smart Grid Vision

Distributed Energy Resources (DER). DER may include system aggregators with an
array of generation systems or a farmer with a windmill and some solar panels. The
Smart Grid supportsll generation options. The same is tafistorage, and as storage
technologies mature, they will be an integral part of the overall Smart Grid solution set.

1 Enable New Products, Services, and MarketsThe Smart Grid enables a market
system that provides ceenefit tradeoffs to consumers kngating opportunities to bid
for competing services. As much as possible, regulators, aggregators and operators, and
consumers can modify the rules of business to create opportunity against market
conditions. A flexible, rugged market infrastructure &xts ensure continuous electric
service and reliability, while also providing profit or cost reduction opportunities for
market participants. Innovative products and services profigey vendors
opportunities to create market penetration oppoisdnd consumers with choices and
clever tools for managing their electricity costs and usage.

1 Asset Utilization and Operational Efficiency. The Smart Grid optimizes assets and
operates efficiently. It applies current technologies to ensure the bedtassets.
Assets operate and integrate well with other assets to maximize operational efficiency
and reduce costs. Routine maintenance an¢health regulating abilities allow assets to
operate longer with less human interaction.

2.3 Smart Grid Challenges

The Smart Grid faces many procedural teahnical challengess it moves increasingly rapidly
from the current grid with oneay power flows from central generation to dispersed loads,
toward the implementation of the new, fully networked grid with-tway power flows,
interacting with customers and distributed generation, and dependent upon its information
infrastructure. These challenges cannot be taken lightlg Smart Grid will fundamentally
entail a different paradigm for energy generation, @ejivand use.

2.3.1 Procedural Challenges

The procedural challenges are enormous, and all need to be taken into account as the Smart Grid
evolves:

1 Broad Set of StakeholdersUnlike some other arenas, the Smart Grid will affect literally
every person and everydiness in the United States. Although not every person will
directly participate in developing the Smart Grid, the need to understand and address the
requirements of these universal stakeholders will require significant efforts, from the
grassroots to thé/hite House.

1 Complexity of the Smart Grid. The Smart Grid is a vastly complex machine, with some
parts racing at the speed of light, while others moving glacially with the speed of
regulation changes. Some aspects of the Smart Grid machine must be siesen
human conditions, while others need instantaneous, automated responses. Other portions
of the Smart Grid must reflect financial pressures, while still others may conflict with
corresponding environmental pressures.

1 Transition to Smart Grid. The ransition from the existing paradigm to the Smart Grid
paradigm wi || be | engthy. I't i s I mpossi bl
equi pment and systems to be ripped out, t

Interim Smart Grid Roadmap
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2 Smart Grid Vision

systems. Therefore methodsmusbe avail able to allow the
and methods to be gradually and carefully transitioned to avoid unnecessary expenses or
unwarranted decreases in reliability, safety, or security.

1 Ensuring Security of SystemsSecurity needs to baulit into the Smart Grid. Many
security issues require policies, risk assessment, and training in addition to any security
technologies. Thdevelopment of these humé&rcused procedures takiime i and need
to take timd to ensure that they are donereatly.

1 Consensus on StandardsConsensus on standards across many stakeholders takes time,
but the results are far better than if some technologies were just mahdatdath
technical and political reasons.

1 Development and Support of StandardsThe ogen process of developing a standard is
usually challenging and time consuming but yields a far better result and one that has
benefited from the technical expertise and insights of a broad constituency. The process
of supporting standards by user groupsther organizations is essential for the
standards to evolve along with the needs of the stakeholders. Both of these processes
serve to enable consensus.

1 Research and Development\ot all answers are yet available on exactly what the Smart
Grid is or ca do. Significant effort will be needed on R&D efforts to fully understand the
new requirements for fulfill the Smart Grid paradigm, and to assess the true benefits and
costs as the Smart Grid evolves over time.

2.3.2 Technical Challenges to Achieving the Smart Grid
The technical challenges can be categorized as those associated with the following components:

1 Electronic equipment Electronic equipment covers all field equipment which is
computerbased or microprocessbased, including controllers, remote ternhimaits
(RTUs), intelligent electronic devices (IEDs), and includes the actual power equipment,
such as switches, capacitor banks, or breakeedso includes equipment inside homes,
buildings and industrial facilitiesThis embedded computing equipnherust be
specified robustly to handle future applications for many years without being changed
out. The equipment specification must be robust from the start.

1 Communication systemsCommunication systems cover not only the media but also the
different types of communication protocols. Many of these technologies are in various
stages of maturity. The smart grid will need to be robust enough to accommodate new
media as it emerges from the communications industries and yet still preserve
interoperable, seired systems.

1 Data managementData management covers all aspects of collecting, analyzing,
storing, and providing data to users and applications, including the issues of data
identification, validation, accuracy, updating, tht@gging, consistency auss databases,
etc. Often data management methods which work well for small amounts of data can fail
or become too burdensome for large amounts ofidatsituation common in distribution
automation and customer information. Data management is probaebiyost time
consuming and difficult in many of the functions and must be addressed in a way that can
scale tammensdevels.

Interim Smart Grid Roadmap
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3 Smart Grid High-Level Architecture

1 System integration & security. System integration & security covers the networking
and exchanges of information among multiplgpdirate systems. The key issues include
interoperability of interconnected systems, cyber security, access control, data identity
across systems, messaging protocols. Cyber security issues, including risk assessment
are critical to address and must becappropriately integrated with real time operations
of equipment. This makes security in control environments challenging.

1 Software applications Software applications cover the programs, algorithms,
calculations, data analysis, that executes everythomg control algorithms to massive
transaction processing. These applications are becoming increasingly sophisticated in
order to solve increasingly complex problems, while demanding vastly larger amounts of
accurate and timely dataa very real challengeSoftware is difficult to do correctly on
large scales and software engineering is still emerging as a discipline. The amount of
software needed by the smart grid is immense and will be challenging to apply the rigor
necessary across multiple systemd emmponents.

3 Smart Grid High-Level Architecture

This section describes the scope and key attributescbitecturdor the Smart Grid and the
processes necessary to achigverhe attributes are described in terms of principles, metrics,
environmeis and functions. Interoperability is an over arching principle that profoundly
impacts the architecture. One key cross cutting function is security. The process of achieving
the architecture is described in terms of governance, methodologies and tools

A key purpose of the Smart Grid Interim Roadmap is to provide an initial path for developing the
high-level architecture.

3.1 Architecture Definition
The following definition is from the Federal Enterprise Architecture Framework:

Architecture: the struture of components, their interrelationships, and the
principles and guidelines governing the@sign and evolution over tinj@]

This definition appears to be robust enough to encompass the development of the Interim Smart
Grid Roadmap.

3.2 Architecture Scope

The scope of the Smart Grid architecture encompasses the full range of computing and
communications environments, components, interfaces and standards implemented for the
following:

1 Independent System Operatt8Q) / RegionhATransmission OrganizatiofR{TO)
interactions

1 Reliability coordinator applications
1 Markets and balancing authorities

Interim Smart Grid Roadmap
Thursday, April 23, 2009 8



3 Smart Grid High-Level Architecture

Transmission and distribution management systems

Transmission, distribution and feeder protection, monitoring and control
Advanced appliationsand system models

Wide area systemwisualization

Enterprise systems integration

Electric transportatiosupport

Distributed generation

Asset management

Energy storage

Building automation integration

Advanced meteringnd Demand Response

=4 =4 A4 =4 A4 -4 -5 A4 -5 -2 -5 -2

Consumer ath appliance interfacing devices and applications

The scope also includes cross cutting requirements susba@sity, network management, data
managemengndapplication integration

3.3 Security Methodology and Framework

For the Smart Grid Roadmap, the noetblogy and framework for addressing security risk
management will be through identifying vulnerabilities and assessing the impacts of security
compromises. With this approach, the probability of security threats actually occurring, which
would be nearlympossible to quantify, is not included in the risk assessment except as an
assumption that indeed these threats are real and likely in some form or another. Based on these
vulnerabilities and impacts, a set of security controls will be identified.

3.3.1 Risk Management

Risk management is the key to matching appropriate security measures to the level of threat that
each information system and information exchange is vulnerable to-appkcation of security
measures can be seléfeating particularly for contrelystems where performance and safety are
critical. Therefore each information component (database, exchange, equipment) needs to be
assessed as to the impact of security compromises and to the degree they are vulnerable to those
compromises.

Although NIST SP80039 and NIST SP8063 address risk management, their risk management
frameworks are not directly applicable to many aspects of the Smart Grid. NIST-&P866s
address the risk management oBecduseegwergtri al Con
organization has a limited set of resources, organizations should perform a risk assessment for

the ICS systems and use its results to prioritize the ICS systems based on the potential impact to
each system. The organization should then perform a detaileerahility assessment for the
highestpriority systems and assessments for lepréority systems as deemed prudent/as

resources allow. The vulnerability assessment will help identify any weaknesses that may be

Interim Smart Grid Roadmap
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3 Smart Grid High-Level Architecture

present in the systems that could allowdbefidentiality, integrity, or availability of systems

and data to be adversely affected, along with the related cyber security risks and mitigation
approaches toreducetherishs. |t al so notes that using standa
on ICS néworks can be dangerous because ICS functions arémeabnd these vulnerability

tools can actually become inadvertent security compromises.

3.3.2 Security Vulnerabilities

The Smart Grid information infrastructure has many vulnerabiliti@s more than thelder,
relatively isolated, mechanicallpanaged power system of the past. These vulnerabilities stem
from the threats to the information infrastructure, as well as from the security measures
themselves.

NIST SP80682 identifies and categorizes certaindattial Control Systems (ICS)
vulnerabilities into:

Policy and Procedure Vulnerabilities

Platform Configuration Vulnerabilities

Platform Hardware Vulnerabilities

Platform Software Vulnerabilities

Platform Malware Protection Vulnerabilities
Network Configuation Vulnerabilities

Network Hardware Vulnerabilities

Network Perimeter Vulnerabilities

Network Monitoring and Logging Vulnerabilities
Communication Vulnerabilities

Wireless Connection Vulnerabilities

Security measures that have been implemented toerailnet threats can cause vulnerabilities of
their own. These can include:

=4 =4 =0_-_0_9_9_48_4_-2°_-24._--2-

1 Employees bypassing security measures for convenience (sharing passwords) or due to
job requirements (such as breaking a lock to get into a substation)

1 Security measures impactinget performance of the power system (such as requiring
lengthy authorization steps to trip a breaker), thus acting as a threat that could be
exploited.

1 Security measures preventing critical, but unexpected information from reaching
authorized users.

3.3.3 Security Impacts

The loss or compromise of Smart Grid equipment, systems, and communication networks can
vary from having extremely severe consequences (wide scale power outages or large groups of
customers having their privacy violated) to moderate and ne@ligtisequences. Because of

the complexity and interconnectedness of the Smart Grid information infrastructure, the actual
impact of a specific loss or compromise may be difficult to determine (the loss of a horseshoe
nail can cause the loss of a war). Hee®e methods to understand the degree impact can be

Interim Smart Grid Roadmap
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3 Smart Grid High-Level Architecture

developed, using prior efforts by different security standards groups, including NIST, NERC, the
IEC, etc.

3.3.4 Security Management and Security Controls

The security management procedure for the Risk
information infrastructure consists of a cycle of: Assessment

1 Risk assessment of the information and
development of the security requirements

Security
Management of

1 Security policy establishment and selection Information
of security controls necessaryrmeet the Infrastructure
security requirements

Deployment of the selected security contro|s

Training in the security policies and control

Auditing of the security activities Figure2: Risk ManagemenCycle

Re-assessment of the risks, vulnerabilities, and thus the revising of the security
requirementsnd controls.

= =2 =/ =

Security controls or security measures are the actual steps taken to implement security. NIST
SP80053 identifies 17 types of security controls, categorized into 3 areas:

1 Security Management

I Planning

I Risk Assessment

i System and Services Acgition

I Security Assessment and Authorization

1 Operational Security

I Awareness and Training

I Contingency Planning

I Configuration Management

I Media Protection

i Physical and Environmental Protection
T System and Information Integrity

I Personnel Security (and Safety)

I Maintenance

I Incidence Response

1 Technical Security

T Identification and Authentication
T Access Control

Interim Smart Grid Roadmap
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3 Smart Grid High-Level Architecture

T System and Communications Protection
T Audit and Accountability

After the security requirements have been determined, the next step in implementing security
cortrols is to select which types of controls are necessary for each security domain. For the
Smart Grid, this will entail more complex analysis than for the government systems addressed in
NIST SP80653.

3.4 Architecture Destinations and Metrics

Having a clearrniitial vision of where the roadmap should take the industityhelp focus

t o d ay 0 sTheeliafaderidtics that represent the qualities of a smart grid in thedteguret
present today. The following discussion is to identify the destinatioriké¢dechnologies,
policies and architecture that if achieved will enable the visions of smart grid.

The Smart Grid technical foundations and open standards must be mallseipported,
integratedscalable, and extensibdad truly enabling or the SmiaGrid will fail to meet its most
fundamental charteé¥ supportingghe development of not only immediate needs bufuhee
development of advancexgbplicationsdy generations to comtn addition to the technical
disciplines to specify, develop, desigmpcure and manage systems, the Smart Grid
components must be built on eafrastructurethat is as correct and robust as possible

Thefollowing itemsrepresent a visiofor thefi dstinatiors of wheret hBo aid map o s houl d
take the industry:

Requirements Are Mature and Valid

Requirementghat lay out the functions and applications of the smart grid are foundational to the
smart grid. Requirements define what the smart grid is and does for all the stakeholder
communities. Requirements must be congpéet possible out the outset. The following are
some of the key requirements destinations.

1 Industry policies and rules of governance are well developed, matutean be
consistently applied across the industry.

1 Requirements are wetleveloped by domaiexperts and well documented following
mature systemengineering disciplines.

1 Requirements not only include support for the applications but are also well developed
for the management of systems as well as security.

Well-Developed Standards Are in Place

Standards are critical to enabling interoperable systems and components. Mature standards are
the foundation of mature markets for the millions of components that will have a role in the
future smart grid. Standards enable components to be constoydtemlisands of companies as

well as enabling consistency in systems management and maintenance ovecttoiekfef
components. Metrics can be further developed around the following destinations for standards:

1 Open stable and mature induskeyel sandards from recognizethndardslevelopment
organizations (SDOs) are available.
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i Standards are integrated and harmonized with complementing standards across the utility
enterprise through the use of an industry architecture that documents key points of
interoperability and interfaces.

1 The standards were thoroughly evaluated both from focused technical review as well as
through the development of reference designs and implementations that were
subsequently testatjorously.

1 Standards are robust and d@nextended as necessary to meet future requirements and
applications as needs arise.

1 There is a mechanism in place such as a user group to support and evolve the definition
of the standard as the requirements of the stakeholders evolve.

1 Standards confornmae testing suites are thorough and are complemented with
interoperability and performance testing suites.

Architecture and Infrastructure HaveBeenValidated by Users and thel arger Domain

Architecture provides the overall technical and management infcaste for smart grid

technologies. Architecture(s) must be well defined, documented and robust to assist in technical
and management governance in addition to directiiggpingdevelopment work. Architecture
concepts in particular are necessary tograte technical and non technical oversight and
governance of the smart grid infrastructure. The following are a few of the destinations for
architecture concepts:

1 Architecture artifacts include wetlefined interfaces across industries external to the
utility industry. The architecture also uses-tgpdate systeamodeling tools to manage
the documentation and complexity of the system.

1T Active consortia known as standards Auser
standard for utility applicationas well as supporting standards conformance testing and
guality assurance processes.

1 The research and development resudtge been focused on the right topics and the
results are in now and have sohsmine of thdong timelingering infrastructure issgén
critical areas

1 The architecture is robust for supporting power engineering and migsiical systems
through massively scaledell-managed and secure networksdbleast30 years.

1 The infrastructure is mature enough to support hundreds ofazoagpbuilding products
that not only interoperate but appropriately integrate into the management and security
infrastructures.

1 Workforces are educated and developedcan support all aspects of the lifecycle of
Smart Grid systeméJniversity curriculacoverspecializatons n A Compl ex Syst e
Architecture. o

1 Equipment and components of the Smart Grid can be procured frordefiekd
specifications that make use of mature architecture and requirements documents as well
as systems models and associataglgcs.

3.5 Smart Grid Development Governance

The Smart Grid is recognized as a key strategic infrastructure nemzhBurmersutilities,
regional transmission offices, and the country. Whether Smart Grid deployments are being
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driven bylegislative and rgulatory policiesrealizing operational efficienciest creating

customer valugthe motivation and pressure to produce has caused the industry to perform Smart
Grid implementations in fragmented efforts with limited or no industry coordination or agreed

upon standards. The concern is that as the technology and interoperability standards mature and
gain consensus, some early adopters may be f a
serious integration and interoperability issues going forward.

According to a recent article in SmartGridNews.¢gnauthored byhe Open Smart Grid
Subcommitteandthe Utility Smart Grid Executive Working Gropthere are three challenges
facing broad Smart Grid standards adopt{@penSmart Grid Subcommittee of the Utility
Communication Architecture International Users Group and The Utility Smart Grid Executive
Working Group, 2009)

1. The large number of stakeholders, different considerations, number and complexity of
standards availabl@nd missing) requires a more formal nationdaltiven governance
structure.

2. Since Smart Grid efforts are underway, and in some cases complete, standards adoption
must consider work already completed and underway.

3. Interoperability discussions and defians should be expanded to focus on standards
across systems (intsystem) rather than just within systems (irgyatem).

The industry can clearly benefit from developing governance rules for ensuring a secure,

intelligent, interoperable, and fullgomected smart grid. In particular, agreement on a set of

Smart Grid standards will enable Smart Grid vendors andp | e meomman ruesand

specifications for developing systems and devices that ensure interoperability beyond a single
project or deplognent. In fact, many of the baseline standards for Smart Grid already exist. The
challenge is inigettiog shakeholydédbsyand pri ol
interoperability standards quickly. Indusfiynded organizations and workgroups sustihee

GridWise Architecture CoungiDpen Smart Grid (OpenSG) Subcommittee of the Utility
Communications Architecture International Users Group (UCAhaye performed much of the
Aheavy | iftingd in creating awkehoglerseaxd, engagi
identifying and refining some of the Smart Grid interoperability standards.

NIST has the opportunity to dramatically accelerate consensus for adoption of key Smart Grid
interoperability standards. NIST, along with DOE joint participatiafi,develop a formalized
governance process to identify and select Smart Grid standards adoption for the U.S. The
governance model for Smart Grid standards adoption should include key stakeholder
representatives, including:

1 Utilities

RTOs/ISOs

Smart Gridvendors

Legislators

Consumer Advocacy Groups

Standards organizations

1 Industry organizations and technical advisory workgroups

= =4 4 4 A

Interim Smart Grid Roadmap
Thursday, April 23, 2009 14



3 Smart Grid High-Level Architecture

Feedback from industry stakeholders suggests that a successful NIST governance process will
include the following characteristics:

1 In general, the governance model must promote participation, openness, industry
consensus, accountability, and transparency. It must prioritize and address standards
adoption based on existing industry consensus and need.

1 The Domain Expert Working GrouEWGs) must be inclusive, and embrace open
participation, providing transparency to the efforts they are working on, and encouraging
collaboration from the stakeholders.

1 Standards candidate identification and selection criteria processes must be open,
unbiased, formally documented, and published in a public, free of charge web site.

1 Standards selection workshops and summits must be planned in advance with general
announcements to stakeholders and other interested parties. Workshop and summit
decisionsand results will be documented and published in a free, public location.

3.6 Smart Grid Interfaces

This section provides an overview of the communications interfaces that will be described in this
roadmap, and how they are organizdthere are many ways todk at interfaces-or example,
communications protocol experts often refer to the interfaces between layer©ipetihe

Systems Interconnection BasicReference Model (OS[4]. Of course there are interfaces

between peopl@rganizations, devices and other machines. Within organizations, there are
interfaces between applications and business processes. Less obvious, but vital, are the hidden
interfaces between security domains, ownership boundaries, and network segments.

In the Smart Gridwhatwill actually bebuilt arethedevices networks and software
applications which make use of these interfabletworks are builfrom hardwareand software
that can provide a set of services i.e. tatfulfill specificrequiremets, with specificqualities
of service Networks are not deploydzhsed on devicelstead, devices are built and seledted
resideon networksFor the Smart Grid, wevant devices tox@ose and enforaaterfaces.
Therefore, we must define the intedadirst.

Given the various definitions of interfaces that are possible, this roadmap uses those that are
helpful in selecting standards. We use interfaces as a valuable organizing principle around
which to construct the lists of standards that will defaortions of the Smart Grid. Specifically,
we recognize that interfaces in the Smart Grid have three unique dimensions:

1 They connect and are located in different distributed computing environments, termed
Environments.

1 They fulfill a set of common req@ments for a robust infrastructure, termed Gross
Cutting Functions.

1 They must address a variety of uses and applications of the Smart Grid

And so, we have devised the Smart Grid Interface Cube to illustrate this dimensionality of the
problem, as shown iRigure3.
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Figure 3: Smart Grid Interface Cube

As stated, the Cube is arranged to expose three relatively orthogonal dimensions of interfaces
that can be used to describe Smart Grid Standards:

1 Environments (Horizontal Axis) This term and the list of environments are based on the
list of environments defined in the IntelliGrid Architecture projé¢t and the NIST
Domain Expert Working Groups (DEWGS). [ reference ]

1 CrossCutting Functions (Vertical Axis). This term and the list of functions are derived
from the layers of the GWAC modd], and the

1 Applications (Depth Axis). There are a variety of different uses and applications of the
Smart Grid the most criticabnesare listed in Chaptet are just a few examples, starting
with those that have been identified as prioritie$BRC[7].

Each intersection in the cube represents an iedawhich a standard may be applied. As one
moves through the cube, one crosses various interfaces, and can expect to come across
appropriate standards for use in implementing information flows across these interface
boundaries.

When moving through theube, one encounters different standards for performing similar
functions. Sometimes the use of a different standard is justified, when the requirements satisfied
by the different standards are also different. However, using different standards ereates a
incompatibility gap that must be resolved.
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The typical solution for closing such gapsistodeplofiand apt or 06 t hat fil |l s i
betweerrequirements There are a variety of different kinds of adaptors, from bridges and

routers to convertorgnd gateways, depending on which interface is being adapkedfewer

the mismatchebetween communicationsequirementsand the more agreement on standards,

the less frequent and complex the adapioitshave to be

Ideally, a very successful SmartiGRoadmap would require the barest minimum of such

adaptors. Where needed, they would preferably be fairly simple devices that would not require
much configuration or maintenance. One woul d
identified inFigure4: Idealized Smart Grid Interface Cube

Information Model

Application Services

Security fj E
Network Management hE Mar
G Distribute eration
Time Synch

Electric Transportation
Electric Storage
DemandResponse
Wide-Area Situational Awareness

Figure 4: Idealized Smart Grid Interface Cube

Referring to this figure, you can see that no transition between standards is necessary when
moving information withirthe solid planes. Only the Connectivity and Information models have
a diversity of boundariesand hence standards. This is as one might expect. It should be
possible to have information flow across physical boundarige wireless to Ethernet with

only simple adaptors. This implied homogeneity of capabilities allows for gatsay
communications from device to device and application to application.

We now discuss these dimensions in greater detail.

3.6.1 Environment Profiles

In the end, the Smart Grid Brim Roadmap seeks to identify candidate standards for the Smart
Grid. Since no single standard is all encompassing of the needed capabilities, sets of standards
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are needed. Additionally, it makes sense that the standards that are pervasive in the customer
premises may be significantly different from those in an electrical substation where sub
millisecond performance is demanded. The Smart Grid Interface Cube suggests that using a
variety of standards makes most sense when organized along the horizantai(xhat is,
Environments.

Thereforethis document contairSnvironmentProfilesof standardgsets of Standards for each
communications layet) Analyze the fit of the suite to the requirements of the applications via
Use Cases and you hadefinedthe Smart Grid.

Tablel: Sampe Environment Profildlustrates what an Environment Profile Iedike. It
represents a Asliceo through the Smart Grid |
illustrated inFigure5: An Environment Profile Selected from the Smart Grid Interface Cube

It is the goal of the Interim Roadmap project to paint a picture of what these Environments will
look like and how they can optimally meet the requirements of tretSBmid. It is the goal of

the analysis techniques described in se@i@RAnalysis Process Methodology provide a
concretgustificationfor these selections.

Table 1: Sampe Environment Profile

Environment: <Name>
Interfaces: Standards
Domainspecific Interfaces
i Object models <Standard>
<Standard>
<Standard>
i Application models e
Cross cutting
i Information Model <Stardard>
i Application Services <Standard>
i Security <Standard>
i Network Management <Standard>
i Configuration management <Standard>
i Time Synchronization <Standard>
i Networking <Standard>
i Connetivity <Standard>

! Note: Another orgamition might be by crossutting interfaceThe reasorhis would be problematis that a
particular Standard may address more than one Interface. Additionally, several Standards may naturally combine to
address aingle CrossCutting Interface.
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Cross-Cutting
Functions

Environments

Figure5: An Environment Profile Selected from the Smart Grid Interface Cube

3.6.2 Environments

The scope of smart grid development encompasses a variety of diffestebuted computing

and communications emanments. These environments range from-tiea environmentsvith
utility protectionequipment to - €ommerce and business environments. Many of the standards
today are targeted to one or more of these environments.

Environments, a term having many mesys in different contexts, were defined in the
IntelliGrid [1] project to identify sets of requirements, and hence, standéttdsapabilitieghat
could satisfy a set of Use Cases.
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Figure 6: Environments for the Smart Grid

The termEnvironmentsdefined this wayis particularly useful because once defined, it makes
the specification of its portion dlfieinfrastructure clear. In essence, Environments are an
updating of the dmealersimilarattivitiéfstoacallytd describe u s e
communications stackbor the purposes of the Smart Grid Roadmap, we focassomaller list
the Environmentsas shown imable2, this mapping is approximate

Table 2: Environment Descriptions

Smart Grid NIST Domain Expert IntelliGrid Environments

Interface Cube | Working Groups

Transmission ™nD 1 High-speed Intra-substation
Transmission TnD 2 High-speed Inter-substation
Transmission TnD 3 High Security Intra-substation
Distribution TnD 4 Inter-Field Equipment

Transmission TnD 5 Critical Data Acquisition and Control
Distribution TnD 6 Non-Critical Data Acquisition and Control

% Note that the others are also relevant and can be represented by differences to the main ones.
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Smart Grid NIST Domain Expert IntelliGrid Environments

Interface Cube | Working Groups

Enterprise TnD Intra-Control Center

Enterprise TnD Inter-Control Center

E-Commerce BnP 9 Control Center to Energy Service Provider
E-Commerce BnP 10 | Regional Transmission Operator to Market
E-Commerce cau 11 | Control Center to Customers
E-Commerce 12G, BnP 12 | Control Center to External Corporations
Enterprise 12G, BnP 13 | Intra-Corporation

E-Commerce 12G 14 | Inter-Corporation

Customer B2G, 12G, H2G, V2G 15 | Distributed Energy Resource Monitor & Control
Customer B2G, I12G, H2G, V2G 16 | Intra-Customer Site

Customer B2G, I12G, H2G, V2G 17 | Inter-Customer Site

E-Commerce H2G, I12G, B2G, C2U 18 | Customer to Energy Service Provider
Transmission TnD 19 | High Voltage Generation Plant

Distribution TnD 20 | Field Equipment Maintenance

3.6.3 Cross-Cutting Functions

In the presentation the Gridwise Architecture Council (GWAC) Contexin§ditamewori3],
ssues

aseriesof Cros€ut t

ng |

are presented whi

ch

ar e

order to be useful and properly applied, need to be pervasive within the implementation space of

an applicationlf they are not, adaptors or gateways will be required to make up the differences

in the required capabilities as stated earlier.

Table 3: Cross Cutting Functions Descriptions

Smart Grid Interface GWAC Interoperability Framework Open Systems Interconnect
Cube Model
Information Model Layer | Business Procedures 7 | Application Layer
Business Context
Issue | Shared Meaning of Content
Resource Identification
Application Services Layer | Semantic Understanding 7 | Application Layer
Issue | Transaction & State Mgmt
6 | Presentation Layer
5 | Session Layer
Security Issue | Security and Privacy Varies
Logging and Auditing
Network Management Issue | System Preservation Varies
Discovery and Configuration
System Evolution & Scalability
Time Synchronization Issue | Time Synch & Sequencing Varies
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Networking Layer | Syntactic Interoperability 4 | Transport Layer
Network Interoperability 3 | Network Layer

Issue | Quality of Service

Connectivity Layer | Basic Connectivity 2 | Data Link Layer

Physical Layer

3.6.4 Applications

Application specific functions consist of models of information and message content that express
the essence of Smart Grid applications as implemented. Note that this dimension of the cube
extends indefinitelynd only a fewexamples are shown in the diagram. The complete list is
discussed in chaptdr

3.7 Smart Grid Infrastructure Methods and Tools

The process describ&gren seeks to meet the following requirements of the NIST Interim
Roadmap:

1 Sekct a set of standards targeted for the Smart Grid.
1 Identify gaps in those standards to allow the definition of needed enhancements.

1 Identify boundaries between standards to allow harmonization efforts to be defined and
pursued.

1 While perfect objectivitys a goal, never an achievement, devise an objective process
around which consensus can be gathered.

The analysis process recognizes that the appropriate elements of a selection process such as this
are to:

1) Identify Use Cases that impact the interfaces wisésndards are needed, and that
illustrate how the results will be utilized

2) Derive Requirements that satisfy the Use Cases
3) Select Standards that afford the capabilities to satisfy the Requirements

This classic waterfal!l apppopriatato dur goats. Howeset, mmoé s e
the Smart Grid Standards selection process there are on the order of 1000 existing Use Cases;

with thousands of identified Requirements and hundreds of potentially appropriate Standards for
selection. So to great exite we focus on harvesting the existing knowledge and coordinating its
analysis to achieve our results.

This process, therefore, begins with a collection activity to organize the most relevant materials

in each category. It further correlates the Use CagbsRequirements and the Requirements

with the Standards. This way, the set of Requirements can be considered building blocks with

reflect the Use Cases and drive the Standards. Finally, these sets are correlated in an assessment
function which identifie figoodness of fito of the Standar ds
Requirements, resulting in the Environment Profiles presented in s8diidn
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The following figure illustrates this arrangement:

Figure 7: Relating Use Cases, Requirements, and Standards

TheHi er ar c hy o f ReguBeamantsdsaised to colated Bequirements from a variety of
relevant sources andgamize them according to typeR&quirement. This effort is proposed to
develop a master list of requirements from the stakeholders.

The requirements in this hierarchy include those from recommended practices, systems, software
and communications engieeng as well as from utilitseCases and Requirements documents.
This master collection akquirement®nce completed can be used as a set of metrics against
which to evaluate either standards or the use cases.

Note that some Requirements are vaghhevel. And some are very detailed.
A standards based definition of a requirement is from IEEB 610.12:

Requirement: (1) A condition or capability needed by a user to solve a problem or achieve an
objective. (2) A condition or capability that must imet or possessed by a system or system
component to satisfy a contract, standard, specification, or other formally imposed documents.

Note that to be a good requirement, it must address one and only one thing, and the statement
that the Requirements mak must be testable in a straightforward manner.
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